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1. Introduction
Security has been one of the most important political topics throughout the world in the
last years. Every new terrorist action is communicated by mass media around the world,
threatening and frightening people. These events and effects again lead to new political
discussions as well as new legal consequences. Thus, security legitimizes various legal
measures: fighting against terrorism, waging wars, limiting civil rights, collecting personal
data, establishing new ways of international co-operation and so on. An end to these
developments is not foreseeable. Security seems to limit constitutional guarantees. The
migration and spread of anti-constitutional ideas are part of this process.1
The approach in this paper is designed the other way round: Not security but the
constitution shall be the starting and finishing point. This paper analyzes the changing role of
security in a constitutional context. What is the legal position of security in constitutions? How
do terrorist attacks influence the constitutional dimension of security? The aim is to develop
constitutional criteria to balance and limit the increasing importance of security in the
constitutional design. Different constitutional perspectives, how to deal with security, shall be
developed within a comparative approach.

2. Security as a (pre)condition of constitutional law
Understanding security as defence against threats from primarily private actors who
deliberately peril the security of constitutional institutions (national security)2 as well as the
constitutional guarantee of fundamental and human rights, like the right to life as well as the
right to respect the physical and informational integrity of people (security of the individual), a
certain amount of this kind of security is a prerequisite for all constitutions.
Without a minimum extent of this internal security towards threats to constitutional
institutions and individuals, neither the necessary effectiveness of a constitutional order nor
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legislation can be guaranteed. Thus, security is a (pre)condition of constitutional law, but not
the (historically developed) purpose of constitutions.3
In times of a civil war or a revolution, in which this minimum extent is not guaranteed,
constitution does not “work” any more. Different situations are conceivable in which
constitutional processes lead to some kind of constitutional failure or breakdown.4 It is
important to qualify a situation as constitutional emergency that there is an actual and
substantive danger or a realised destruction of constitutional institutions.
In these situations it is not possible to uphold the all principles of a constitution. If
democracy, human rights and the rule of law cannot be guaranteed because of security
reasons, the most important task is to restore the constitutional power. Nevertheless, in
these states of constitutional emergency the core of the fundamental principles of humanity
have to be uphold, e.g. the prohibition of torture, some kind of democratic control and
possibilities of legal protection. The dangers of states of emergency are developments which
are leading away from democracy.5 Consequently, times of emergency have to be restricted
to actual danger. If the state of emergency is linked to a (permanent) war on terrorism, the
potential threat of terrorism would legitimize a constitutional change away from crucial
constitutional ideas.
If we are comparing different cases, we can observe different states of emergency:
The terrorist attacks of 9/11 did not effectively destroy constitutional institutions.
Nevertheless these attacks created an actual and substantial threat to the US government.
The attack on the US Department of Defence and the supposable attempted attack on the
White House, showed a concretised threat to the system of the US constitution. Although it
was not clear for some days, if there would be further attacks, the constitutional emergency
finally did not last more than a week. The terrorists destroying of the World Trade Center
showed an enormous and tragic effect on the security of the individual, but did not cause a
constitutional emergency.
In comparison to 9/11 the terrorist attacks in Europe (Madrid 20046 and London 20057)
were not cases of constitutional emergency. The Spanish and British parliament, government
and jurisdiction were still in power and not attacked. Of course these terrorist attacks showed
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the instability in society and the limits of police measures. These tragedies are hard to deal
with, but do not have the effect to undermine the constitution of the particular country.
Nevertheless, the Spanish and British police forces could guarantee more than a minimum
extent of constitutional security.
Complete different situations are observable in Afghanistan and Iraq. In these countries
of the Middle East, the stability of the whole country is doubtful. In some regions of
Afghanistan the institutional framework of the constitution is working; in other parts of the
country the government is not able to control the country and to guarantee even a minimum
extent of security.8 In Iraq the government is not able to guarantee security in any part of the
country and constitutional institutions, like the parliament, are actually threatened by terrorist
attacks.9
These examples show the difference between the minimum extent of security that is
required for each constitution as a durable standard and specific breakdowns of the
constitutional security. They also exemplify the difference between a terroristic attack against
constitutional institutions and against the civil population. The impact of a terroristic attack on
a society has also be taken into account. Terrorist attacks implicate an organizational
emergency, mental overload and a humanitarian catastrophe. But these aspects have to be
separated from a constitutional state of emergency.10
Constitutional state of emergency means a restriction of constitutional rights.11 Thus, a
specific constitutional justification is necessary. The minimum extent of security cannot be
guaranteed any more. This means a relevant impact on constitutional institutions – directly or
indirectly.

3. Establishing security measures within the limits of constitutional law
The extension of security measures within the political motivation and rationale to
fight against terrorism has to consider the constitutional framework. If a certain minimum
extent of security – as described above – is guaranteed, all legal developments have to be in
accordance with the domestic constitution and transnational or international obligations.
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Security measures as the increase of surveillance, the treatment of prisoners, the
possibility of legal protection of the persons concerned, have to be conform to the
constitution. The jurisdiction of the German constitutional court12 gives interesting examples
of a domestic constitutional struggle that counterterrorist measures has to meet constitutional
requirements. Decisions to data screening of “Muslim sleepers”, electronic eavesdropping,
European arrest warrant and the shooting down of aircrafts show that constitutional limits
restrict the governmental possibilities to realize anti-terrorist measures. The German
constitutional court has controlled governmental anti-terrorist measures within their
constitutional limits:
Although the increased possibilities of electronic eavesdropping were already
established in 1998 within a constitutional amendment, eavesdropping is an important antiterrorist measure. Nevertheless, the decision of the German Constitutional Court was set up
already in political times on fighting terrorism (March 3, 2004).13 The Court declared the
modification of the German Code of Criminal Procedure void, because of violating
fundamental rights. The constitutional amendment was accepted by the court.14
The German constitutional court declared the German European Arrest Warrant Act,
which transposed the Framework Decision of the European Union on the European Arrest
Warrant in Germany, as unconstitutional and void. The European Arrest Warrant was also
initiated before 9/11, but established on June 13, 2002 influenced by the attacks in the US.
Moreover, the European Arrest Warrant is an effective and important tool in combating
terrorism in Europe. The German Constitutional Court decided on July 18, 2005 that the
German European Arrest Warrant Act15 was unconstitutional because of a violation of
fundamental rights regarding procedural rights and the citizen right not to be extradite.16
Another decision of the German constitutional court dealt with the shooting down of
aircrafts in the case of a terroristic attack. Germany established such a possibility in the Air
Security Act 2004. The decision declared the provision unconstitutional because of the
fundamental right to life and the principle of the inviolability of human dignity regarding the
possible death of innocent people.17 To summarize this decision as Oliver Lepsius18
12
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concludes in an article about this decision: The German constitutional court “again struck
down a prominent anti-terrorism statute” and “there is no tendency in the judgement that the
Court will lower either factual or normative requirements in order to justify infringements of
civil rights in an emergency”.19
In a recent decision the German Constitutional Court declared preventive data
screening of muslim sleepers unconstitutional, because of a serious infringement of human
rights, especially because of the potential discrimination and the lack of a concrete terrorist
threat.20 Finally the German Supreme Court stopped German police to establish “online
house search” as a method of fighting terrorism,21 on formal grounds because of the absence
of an act of legislation.

4. Security within Constitutional Law – a status quo analysis
Analysing constitutional law shows that security is typically not established as a
concept or principle in constitutions. Nevertheless, the term “security” is mentioned in most
constitutions in different contexts.22 Most of the analysed constitutions do not mention
security in their preambles (if they have one).23 Some constitutions formulate security as an
aim or purpose of the constitution, like Switzerland24 or Hungary25. A typical place to mention
security in constitutions is the regulation about competences of the Parliament (legislative)26
or the powers of the government.27 The liability and the criminal responsibility of the president
and the government can be related to the threat to national security.28 To protect the
Parliament the Norwegian constitution regulates a special criminal provision.29 In federalist
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constitutions security is mentioned in the allocation of the competences between Federation
and the State.30
Security is also mentioned in the context of constitutional provisions concerning
administration. In different constitutions there are provisions about police organisations31 or
the armed forces.32 Furthermore, ineligibility and incompatibility clauses shall prohibit that
security forces can take democratic offices.33 In a few constitutions security services are
mentioned.34 In some constitutions National Security Councils have been established as
advisory boards to the president or other governmental bodies.35
In the perspective of external relations security is mentioned in various
circumstances: At first it is mentioned in a general perspective, as an aim of external affairs.36
The consent to international treaties in the context of security is regulated e.g. in the South
Korean constitution.37 Another aspect is the transfer of sovereignty rights to international
organizations with regard to security. Such constitutional provisions are regulated e.g. in
Norway and Switzerland.38
Within the guarantee of basic, fundamental and human rights security is mentioned in
two different perspectives. The first perspective lies within the context of personal integrity as
a right to freedom and security. This right does not guarantee individual security but it is a
liberal right that a state is not arresting people without special constitutional reasons.39 An
interesting example in this context gives the Constitution of South Africa: “Sec. 12 (2)
Everyone has the right to bodily and psychological integrity, which includes the right (b) to
security in and control over their body”.40
30
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The second perspective is the restriction to human rights. (National) Security is a
classic restriction of fundamental rights in constitutions – but within the principle of
proportionality. The European Convention of Human Rights provides national security and/or
public safety as restriction on human rights for the right to respect private and family life
(Art. 8 ECHR), the freedom of thought, conscience and religion (Art. 9 ECHR), the freedom
of expression (Art. 10 ECHR) and finally, the freedom of assembly and association (Art. 11
ECHR). A lot of national constitutions also provide similar restrictions.41 Another restriction
provides the Swiss constitution in the context of Asylum.42
In conclusion, typical constitutional provisions regarding security are emergency
clauses, allocation of rights and duties in a federalist state, the establishment of armed forces
or police, provisions on foreign affairs and restriction to human rights. Only in some
exceptional cases security is mentioned as a constitutional principle.43

5. Constitutional shift towards security – Security as a constitutional principle
But constitutional law is not only the written part of a constitution but also
constitutional reality, like the jurisdiction of the constitutional courts, the governmental
constitutional practice or the constitutional culture of society. Within this perspective the
constitutional role as mentioned above focused on the limitation of security. In stable
constitutional societies security measures are undertaken by the parliament, the government
and the enforcement authorities. If security measures violate constitutional principles, the
individual can seek legal protection and the (constitutional) courts will limit the possibilities of
official institutions within the constitutional framework.
The developments after the attacks of 9/11 and the global fight against terrorism did
typically not lead to amendments of constitutions44 but brought changes to the constitutional
reality. The change of security influences the constitutional design and makes security a part
of this constitutional design. A development from security as a constitutional minimum
41
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requirement (security limited by constitution law) to security as a constitutional principle
(security balanced by constitutional law) in the context of international constitutional law
(multi-level constitutionalism) is observable.
Security as a principle means that the constitutional system (with regard to the
constitutional norms, the constitutional jurisdiction and the acting of constitutionally
authorized institutions) allocates security a new and stronger constitutional dimension and in
this way equal to other constitutional principles. Security also changes within the
constitutional context. While the traditional understanding of security was only guaranteed as
a minimum requirement of constitutional law and constitution has limited security, the
constitutional status of security changes towards an orientation of constitution with security
as an important objective. Thus, security becomes a constitutional principle which constitutes
the norm and legitimation for the legislator.

An example therefore is the constitution of the European Union as expressed in the
treaty of the European Union. Understanding the primary law of the European Union as
constitutional law,45 also allows analysing constitutional developments at a European level.
The European Union raises the area of freedom, security and justice to a main objective of
the constitution.46 Thus, security can be qualified as an equal principle besides freedom and
justice. In this case security is not limited by constitutional principles but has to be equally
balanced with these principles.
Within the European Union a lot of contemporary legislative act show the
strengthening of security, while the deepening of other constitutional principles is still not
realized. The third pillar of the European Union focuses on police and judicial cooperation in
criminal matters.47 The Framework Decision on combating terrorism indents to harmonize the
criminal offences, penalties and jurisdiction regarding terrorism.48 The Directive on
telecommunication data retention
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each Member State in its national law.”50 Further extensions of security within the concept of
the European Union are organizational one like the foundation of the European Police Chiefs
Task Force51, the Situation Center (SitCen)52, the European Union counter-terrorism coordinator53 and the enlargement of the competences of Europol.54
Whereas the strengthening of security is steadily developed, the other constitutional
principle, freedom, human rights, justice, rule of law and democracy, are not substantially
improved. The EU member states did not create the possibilities and necessary changes to
establish adequate provisions: The jurisdiction of the ECJ in the third pillar of the European
Union is still limited;55 the possibilities of the European parliament are little. The Charta of
Fundamental Rights of the European Union56 is still not obligatory.
Another example is still the absence of the Framework Decision on data protection57
within the police and judicial co-operation in criminal matters. Although the negotiations are
already for more than one and a half years, the danger of a non-sufficient data protection still
exists and the end of the negotiations is not foreseeable.58 Only the establishment of the
European Union Agency for Fundamental Rights59 is a positive signal, even though the
competences of the agency are modest.
In conclusion, the European Union establishes security as an equivalent constitutional
principle. The other principles are “only” balanced with security. The restrictions within the
European Unions constitutions are very rare. The topic of human and fundamental rights is
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often proclaimed but is not realized in the same dimension as security. In a similar process,
the democratic legitimation and the rule of law is not developed with regard to security
cooperation.60
Comparing the development in the European Union with the United States shows,
that the constitutional impact of the political and legal reaction to the terrorist attacks on 9/11
are remarkable. The development of security towards an independent constitutional principle
can also be noticed in U.S. developments. Security as a constitutional principle gets a
stronger legitimative effect in legislation and law enforcement. Thus, constitutional principles
have to be put in balance but do not show the same limits for security any more.
Constitutional acting of the government of the United States also points in this direction.61
In the US constitution the security dimension is not formulated explicitly. Nevertheless
the security dimension of the constitution is developed within the dealing of the constitutional
institutions with security. Especially the US legislation developed a lot of new security
measures. The most important and renown examples are the USA Patriot Act and the
Homeland Security Act. Moreover, the specific situation of the detainees in Guantanamo Bay
showed the problematic developments in the United States after 9/11.
Different developments and court decisions in the last years show the balancing
within the different constitutional principles. The priority of security as a constitutional
principle is already bound to the other constitutional principles. Different court decisions cut
the security approach back. In the case Hamdam vs Rumsfeld62 the US Supreme Court
made clear that fundamental procedural standards have to be considered for Guantanamo’s
detainees. Nevertheless, the US Supreme Court did not answer a lot of questions. The
enactment of the Military Commissions Act63 – as a response to the courts judgement –
legalizes various problematic aspects and did not establish a solution to consider the rule of
law and human rights in an adequate way.64 Security remains still an equal principle within
the US constitution.
The USA Patriot Act was criticized because of its limitation of civil liberties, but the
impact was even more far-reaching, the broad possibilities of surveillance also have
implications on democracy, the possibilities to have a public debate on various questions.
Within the process of reauthorization of the Patriot Act leads to the establishment of various
so called “civil liberties protections”.65 Nevertheless, the US Patriot Act was prolonged and
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different human rights problems remain. Maybe, in some question a balance between human
rights and security was found - a balance.
Thus, Security is established as a constitutional principle, which is balanced with
other constitutional principles, but not restricted within the constitution any more. Within
these developments from a constitutionally limited security towards a constitutionally
accepted and intended security, especially constitutional courts play a decisive role to
constrain or partly inhibit such development processes.
As a third example the counter-terrorist acts of Russia shall be mentioned. Within the
problematic developments of Russian constitutionalism in general, the fight against terrorism
became part of Russian re-conception of their constitutional design. A new federal law "On
counteracting terrorism" was signed into law on 6 March 2006 and published on 10 March
(Federal law No. 35-F3).66 This federal law gives far-reaching possibilities within so-called
anti-terrorist operations and regulates the involvement of the armed forces in anti-terrorist
operations. Another measure which is enabled by this law is the shooting down of
airplanes.67 Other organizational measures, like creation of a new National Counterterrorism
Committee, a new government body tasked with coordinating all federal-level antiterrorism
policies and operations, accompany this anti-terrorism strategy. These short impressions on
the Russian counterterrorist situation illustrate a little the problematic developments in
Russia. Further reactions against these developments in Russia are not known.
All three examples (European Union, United States and Russia) show that
constitutions are not limiting security anymore. Security is accepted as a constitutional
principle – equal to other principles, like democracy of human rights. Within this analysis a
recent trilateral meeting of EU, US and Russia on counter-terrorism on the 4.4.2007 seems
interesting to mention.68 The Vice-President of the European Union Frattini said, "The area of
justice, freedom and security is a striking illustration of the positive cross-fertilization between
internal and external policies. Cooperation and partnership with our strategic partners is an
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essential element of our strategy. We aim at promoting the rule of law, democracy, respect
for human rights, and security for our citizens."
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Whereas the first aspect of Frattini´s

conclusion describes the recent developments very well, the latter aspect seems doubtful.
Nevertheless, the equal mentioning of security shows that not only the constitutional design
has changed but also the political understanding of security.

6. Developments towards a security constitution
Furthermore, another development is possible which is already observable by single
actions but becomes especially relevant by the continuation of the establishment of security
as a constitutional principle. Security should become a principle under several principles and
it should have a priority status in the constitution which advances other constitutional
principles. In this case the constitutional design changes from an equal balance of different
principles towards a dominant position of security within the constitution. Such a constitution
has to be qualified as a security constitution.70 The constitutional principles like democracy
and human rights step back if it is required by the primary target of the constitution, namely
the maintenance of security. Security becomes a constitutional condition – even more it
becomes constitutional reality. Such constitutions typically characterise unethical regimes
that guarantee national security but do not guarantee the security of individual person. The
security constitution becomes instrument of certain institutions and is not suited as a primary
instrument for the organisation of a democratic society. Approaches thereto are the
systematic allowance respectively the non-prevention of torture, the elimination of elections
for security reasons. In conclusion: within a security constitution security goes first.
Security as a leading principle of a constitution does not only pose a threat to liberty
but also to equality, non-discrimination and social balance. The establishing of security
measures starts with privacy, but cannot stop with controlling the people. These
developments have implications on religious freedom, freedom of expression and the public
debate on political topics.
Thus, establishing a security constitution is finally a question of militant democracy.71
If the constitutional system itself is establishing a security constitution (at least with consent
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of the majority of the people) the constitutional courts – as far as they exist – have to prevent
these developments to guarantee the democratic constitutional concept.72

7. Security limits to a democratic constitution – the constitutional minimum
The comparing constitutional analysis of security respectively the understanding of
security should not be limited to the changes or the development of security in its
constitutional dimension. The change of security in the beginning of the 21st century displays
not only in the changed political rhetoric but also in the extension of stately (and private)
capacities to act. They are in the area of conflict towards the changing of the constitutional
design, the cooperation of democracy, human rights, governance and the rule of law. Thus,
the significance of the constitutional interfaces between security and central constitutional
principles should be refined. The paper brings forward the argument that certain main points
as transparency, responsibility, proportionality, subsidiarity and effective legal protection are
not maintained - security as a constitutional principle becomes more important and it runs the
risk that a constitutional development towards a security constitution cannot be held up:
How can an individual citizen obtain legal protection, if he/she is not informed of the
sovereign intervention in his rights? What are the effects for a democratic society, if it cannot
verify the threats of national security named by the state and also not the personal security of
the individual? To what extent is it possible to correspond to the norms of good governance,
if internal and external supervision opportunities interfere with each other due to security
considerations? Should or could individual states themselves determine the necessary
security measures or is a transnational or international cooperation better suited? Are human
rights impaired in their value by increased security considerations if the proportionality of the
measures cannot be examined any more?
Security research includes all forms of society as well as their environment and
culture. Thus, the legal general conditions, which have an influence on the social interactions
and which partly coin or change them, are essential A legal security analysis is not only a
question of specific police papers but pervades the whole legal system that exerts a
controlling influence on the conditions and the mechanisms of security within the social
environment. Thus, legislation can be reconstructed out of a security oriented perspective.
The emphasis of this analysis acts on the assumption that security has effects on the
constitutional design. The changes of “security” that have to be pointed out, based on
changes in the understanding and the consciousness of security, have an effect on basic
constitutional principles. The interaction of different constitutional principles has changed
through the alternation of the international understanding of security within the previous
72
As democracy does not only mean that the majority decides but also that the minority has the possibilities to
participate in the public political debate and in the election, a security constitution also threatens democracy.
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years. Furthermore, the already made changes provide a perspective on the influence that
can be expected with future changes of security towards the constitutional design.
Due to already made changes of the constitutional design by a reassessment of
security questions concerning the limitations of security arise. In a second step, the analysis
of a security development within the constitutional context follows constitutional conditions,
which should be seen as limitations of security. Within the tensions of different constitutional
ideas as democracy, human rights, governance, constitutional state and the splitting of task
in a multi-level-system, concepts are developed through which security has to be defined
within the constitutional design. In these different fields in which security, respectively the
further development and the change of it, leads to tension. Essential constitutional principles
can be spotted and should not be undermined by current security developments.
In connection with democracy it has to be pointed out to the necessity of transparency
as a prerequisite of democracy which tension towards security has to be emphasised. The
relativisation of the principle of proportionality by international security development in the
field of human rights constitutes the main difficulty. Concerning the rule of law or the
constitutional state the principle of effective legal protection can be seen as essential. In
context with governance the principle of responsibility or accountability has to be
emphasised.
Thus, it should be proved that the current security developments can conflict with
basic aspects of central constitutional principles like transparency, proportionality,
responsibility, effective legal protections and subsidiarity. When considering the different
constitutional principles in the constitutional design the said aspects make demands to limit
security. Only this can guarantee that extensions of capacities to act, collection and transfer
of data as well as the enlargement of international and transnational cooperation in the field
of security correspond to the constitutional basics and do not become an independently
dominating criterion of the constitutional principle of security.

8. Conclusion
The relevance of security in the constitutional design is changing. As the German
constitutional court exemplifies the traditional role of security is a limitation by constitutional
law. The contemporary constitutional developments show a shift from security as a
constitutional (pre)condition to a constitutional principle. The European Union, the United
States and Russia are different examples of similar development, accepting security as an
equal constitutional principle. The problem of these developments is the danger of a security
constitution, which establishes security as a leading constitutional principle. The
constitutional ideas of democracy, human rights and rule of law are at risk. Thus, the
establishing of security as a constitutional principle has to meet constitutional minimums of
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transparency, proportionality, responsibility and effective legal protections. Without the
effective guarantee of these aspects constitutional law – within its core ideas – is not
sustainable. The internationalization and increasing interrelations of constitutional law within
an international constitutional network is chance and risk to this constitutional challenge. If
“war on terror” is also a “war on ideas”,73 it will be important to know, which (constitutional)
ideas are more important than others.
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